THAMESIDE MEDICAL PRACTICE

Privacy Notice for Staff and Job Applicants

Thameside Medical Practice is committed to protecting the privacy and security
of your personal information. This privacy notice describes how we collect and
use personal information about you during and after your working relationship
with us, in accordance with the General Data Protection Regulation (GDPR).

1. Data Controller

Thameside Medical Practice is the data controller and is responsible for your
personal data.

2. Data Protection Principles

We will comply with data protection law. This says that the personal information
we hold about you must be:
o Used lawfully, fairly and in a transparent way.
o Collected only for valid purposes that we have clearly explained to you
and not used in any way that is incompatible with those purposes.
e Relevant to the purposes we have told you about and limited only to
those purposes.
e Accurate and kept up to date.
« Keptonly as long as necessary for the purposes we have told you about.
o Kept securely.

3. The Kind of Information We Hold About You

We may collect, store, and use the following categories of personal information
about you:

o Personal contact details such as name, title, addresses, telephone

numbers, and personal email addresses.

Date of birth.

Gender.

Marital status and dependants.

Next of kin and emergency contact information.

National Insurance number.

Bank account details, payroll records, and tax status information.

Salary, annual leave, pension, and benefits information.

Start date.

Location of employment or workplace.

Recruitment information (including copies of right to work

documentation, references, and other information included in a CV or

cover letter or as part of the application process).

« Employment records (including job titles, work history, working hours,
holidays, training records, and professional memberships).

« Compensation history.

e Performance information.

« Disciplinary and grievance information.
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o CCTV footage and other information obtained through electronic means
such as swipe card records.

e Information about your use of our information and communications
systems.

e Photographs.

4. How We Use Information About You

We will only use your personal information when the law allows us to. Most
commonly, we will use your personal information in the following circumstances:
« Where we need to perform the contract, we have entered into with you.
« Where we need to comply with a legal obligation.
« Where it is necessary for our legitimate interests (or those of a third
party) and your interests and fundamental rights do not override those
interests.

5. Data Sharing

We may have to share your data with third parties, including third-party service
providers and other entities in the group. We require third parties to respect the
security of your data and to treat it in accordance with the law.

6. Data Security

We have put in place appropriate security measures to prevent your personal
information from being accidentally lost, used or accessed in an unauthorised
way, altered or disclosed.

7. Data Retention

We will only retain your personal information for as long as necessary to fulfil
the purposes we collected it for, including for the purposes of satisfying any
legal, accounting, or reporting requirements.

8. Your Rights

Under certain circumstances, by law you have the right to:
e Request access to your personal information.
« Request correction of the personal information that we hold about you.
o Request erasure of your personal information.
o Object to processing of your personal information.
o Request the restriction of processing of your personal information.
e Request the transfer of your personal information to another party.

9. Contact Us
If you have any questions about this privacy notice or how we handle your

personal information, please contact the Practice Manager at
swlicb.thameside@nhs.net.
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